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1. VERSION
Version | Author Date Remark
1.0 Johan Schrewelius 2016-10-17 Document Created
1.2 Johan Schrewelius | 2017-08-28 Added support for Driver Manager
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2. DISCLAIMER

Onevinn Web Service for Configuration Manager has been tested on SCCM 2012 R2, R2 SP1 and
Configuration Manager Current Branch (1606). It is not designed for bulk operations, avoid calling
the methods from outside a Configuration Manager Task Sequence; it will probably do the job; but
as stated, it’s not designed for it.

The free version has not been tested in an SCCM hierarchy, nor in a multi domain forest. Should
the demand for these capabilities arise, please contact Onevinn AB for an adapted version!

3. DESCRIPTION

Onevinn Web Services for Configuration Manager is intended for typical TS Actions such as adding or
removing a computer from/to Collections and AD-Groups during deployment. It includes methods
for retrieving AD-Group memberships (applications) on re-install, as well as a couple of workarounds
for unappreciated SCCM behavior (no Policy for this computer, and faulty merging to discovered
objects).

Onevinn Web Services for Configuration Manager consists of one webservice, OnevinnWS, typically
hosted on IS on a Primary Site Server, and several PowerShell sample scripts, used during Operating
System Deployment.

The advantages of this approach, as opposite of running equivalent stand-alone scripts in Task
Sequences are obvious — only port 80/443 will be needed, avoiding firewall issues, it will also isolate
the permissions needed to the account running the service’s Application Pool.

4. SERVICE ACCOUNTS

Prior to installation two service accounts needs to be created, these are:

Account Usage Permissions

AD: Add/remove computers to groups,

Domain\SVC_OVWS IS Application Pool Identity | MOVE computers between OU’s.

SCCM: Operations Administrator

IIS Authorization Rule - Allow.
Domain\SVC_CMTSAction | Authorized to Call service Automatically added during setup.
Make sure these IS roles are installed.
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5. MEDIA

Presuming that OnevinnWSFree.zip has already been downloaded.
Unpack the archive, you should then have a folder looking like:

OnevinnWs » OnevinnW5Free

Fat
Mame

@ Prestart Command Sample Script
= Task Sequence Sample Scripts
ﬂ OnevinnWs.msi

6. INSTALLATION

Copy the installation file, OnevinnWS.msi, to your Primary Site server and double click it to start the
installation.

The installer starts, click Next.

Welcome to OnevinnWS Setup Advanced Installer

Welcome to the Wizard for OnevinnWS Setup.
Collecting information

Preparing installation

The Setup Wizard will install OnevinnWS on your computer. Please dick Next” to

Installing continue

Finalizing installation
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Fill in the accounts, password and the FQDN of the Site Server. Click Next.

54 OnevinnW Setup L= | =

Installation Folder Advanced Installer

This is the folder where OnevinnWS will be installed.

Collecting information
Install Folder:

Preparing installation IC:Vnetpub\wwwroot\OnevinnWS\

Installing

Finalizing installation Application Pool Account: Password:

Authorized Account:

|<Domain\LJser2>

Site Server:

|<server.domain.com>
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Click Install to install OnevinnWS.

3l OnevinnWs Setup =

Ready to Install Advanced Installer

The Setup Wizard is ready to begin the OnevinnWS installation.

Collecting information

Preparing installation Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”. Click "Cancel” to exit the wizard.
Installing

Finalizing installation

Click Finish to exit the installer.

OnevinnWS Setup Complete Advanced Installer

Click the "Finish" button to exit the Setup Wizard.

Collecting information
Preparing installation
Installing

Finalizing installation
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7. METHODS AND TESTS

Open up

Internet Explorer on the Primary Site Server and browse to:

http://localhost/OnevinnWS/OnevinnWS.asmx

A logon box will appear — the only account allowed to logon is the service account SVC_CMTSAction:

Windows Security -

iexplore.exe

Connecting to SysMan.intra local.

A
=

| svc_cmTsaction | |

e |

Domain; INTRA

[] Remember my credentials

Connect a smart card

Once logged on all OnevinnWS methods will be revealed:

@| & http://localhost/ Onevinn\WS/OnevinnWS.asmx b~ac | (2 OnevinnWS Web Service

The following operations are suppeorted. For a formal definition, please review the Service Description.

AddToADGroup
Adds Computer to ':' separated list of AD Groups.

AddToCollection
Adds Direct Membership in "' separated list of CollectionIDs.

ClearPXEFlag
Clears PXE-flag for given Computer.

DeleteDiscoveredSystems
Deletes Computer with provided name and ResourcelD starting with "2 (Discovered in AD by SCCM).

DeleteUDA
Deletes User Device Affinity.

DeleteUnKnownSystem
Deletes any Device named 'Unknown' with provided MAC-Address.

DisableComputerAccount
Disables Computer Account in AD.

GetAllGroups
Returns a collection of simple AD-group objects, Properties: Name, DN and Description. Requires Read Only Analyst.

GetAppGroups
Read Documentation :-)

MoveToOU
Finds and moves a Computer to proviced Target OU (DN).

RemoveFromADGroup
Removes Computer from ;' separated list of AD Groups.

RemoveFromCollection
Removes Direct Membership from ":" separated list of CollectionIDs.

RemoveFromOSDCollDeleteUDA
Removes Direct Membership from ":" separated list of CollectionIDs. Clears PXE-flag and deletes User Device Affinty.

RemoveFromOSDCollection
Removes Direct Membership from ":" separated list of CollectionIDs. Clears PXE-flag.


http://localhost/OnevinnWS/OnevinnWS.asmx
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From this page all methods can be tested, for example:
Press “AddToADGroup”:

The fellowing cperations are supported, For a formal definition, please review the Service Descriplion.

o | AddToADGrown

o "' separated list of AD Growps.

On the next page the method parameters should be filled in:

Click here for a complete list of operations.

AddToADGroup
Adds Computer to ;' separated list of AD Groups.

Test

To test the operaticn using the HTTP POST protocol, cick the 'Tnvoke' button,
Parameter  Value

CompName: |WS0001 |

GroupName: |TEST AD Group1:TEST AD Group2 |

Invoke

This would, provided that the account that runs the Application Pool has been delegated the
necessary permissions, add computer “WS00001” to two AD-Groups.

Same syntax is used for removing from groups as well as when dealing with SCCM Collections,
except the latter requires Collection IDs instead of names.
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8. SAMPLE SCRIPTS

The free edition of OnevinnWS is accompanied by several Sample scripts exemplifying how to call
the different methods from a SCCM Task Sequence. This guide assumes MDT integration, if MDT is
not used TS-Variables will have to be created and set using other means.

The scripts expect the following TS-variables to be present and set during deployment:
OSDComputerName — NetBios name of computer.
MachineObjectOU — Destination OU for successfully deployed computer.

All TS-Scripts are run as “Run Command” steps, which allows parameters the built in “Run
Powershelll Script” step doesn’t support.

8.1. Prestart Command Sample Script

The folder “Prestart Command Sample Script” contains three files:

OnevinnW5Free » Prestart Command Sample Script

Mame h Date modified

E DeleteUnknownComputer.ps1
EE RunSilent.exe

n RunSilent.ini

These are not intended for the TS itself but to be included in the boot-image and run as a Prestart-
command.

On line 8-10 in “DeleteUnknownComputer.psl” and “SetSystemTime.ps1” configure:

string] $URT "http://<server.domain.com>/onevinnwS/onevinnws.asmx"
string]$UsrName "Domain\SVC_CMTSAction"
string] $UsrpPw "<Password>"

Account to use is of course the only one with permissions on OnevinnWS, SVC_CMTSAction.
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The purpose of “DeleteUnknownComputer.psl” is to delete any matching “Unknown” computer in
SCCM by sending the MAC-address of the computer to OnevinnWS, which in turn will delete the
possibly existing object from SCCM, making the machine properly unknown, thus allowing it to fetch
a deployment policy.

Customize your boot-image by Including the three files as Source directory and run “RunSilent.exe”
as Prestart command.

“RunSilent.exe” will execute the scripts according to information in RunSilent.ini, of course it’s
possible to add further commands to the ini-file, syntax is self-explanatory. RunSilent.exe suppresses
the annoying Powershell Blue Box.

3 Boot image (x64) Properties -

Content Locations | Qptional Components I Security |
General | Images I Drrivers | Customization | Data Source I Data Access | Distribution Settings

Enable prestart command

Prestart command settings

Command line: FunSilent exe "

Include files for the prestart command

Source directory: [\scom01'phgsourceS'eKlient 0SD 3| |  Browse...




onevinn
I

8.2. Task Sequence Sample Scripts

To make the scripts accessible from Task Sequence create a SCCM Package using the “Task Sequence
Sample Scripts” as content source. Do not create any programs for the package.

=] Task Sequence Sample Scripts Properties -

General | Data Source | Diata Access I Distribution Settings | Reporting I Contert Locations | Security |

Select whether this package contains source files. I it does, specify the initial location of the files and set
additional source file options.

This package contains source files

Source folder

:M2012R2\pkgshare$'Onevinn AB\OnevinnW S\ Task Sequence Sample Scripts | | Set...

Source version: 1(2/8/2016 7:38:08 AM)|

Distribute the package to your Distribution Point(s).

8.3. Configuration TS Variables

In an earlier version configuration was made in clear text in the Configuration.ps1 file, this is no
longer the case. Since this service was first released (2016) it has become possible to use hidden TS
variables instead, a significantly better solution.

OWS-URL
OWS-UsrName
OSD-UsrPW

Add = | Remove @ @

EIL& osD
EIL} Set TS Variables
{ -} Set OWS-URI

-0 Set OWS-UsrName
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8.3.1. Configuration.psl

Task Sequence Sample Scripts:

#a AddTeADGroup.psi

# AddTeColl.psi

|ﬂ' Configuration.ps1

# DeleteDiscoveredSystems.psl

# DisableComputerAccount.ps

#a GetAllGroups.ps1

# GetAppGroups.psl

#a MoveToOlU.psi

#a RemoveFromADGroup.ps

# RemoveFromColl.psi

#a RemoveFromO5DCell.ps

#4 RemoveFromO5DCollDeletellDA.ps1
# 5et050Variables.psi

Configuration.ps1 contains the necessary configuration to retrieve AD group memberships for
applications.

# Configuration for AD group Tiltering (Applications) #3EsFffsgasgsaiay

[stringl$siteCode = "<SiteCodex"
[string] $Frefix = "A."
[string]l $Installsuffix = ".i"
[string]$unInstallsuffix = ".u
[Bool] sRemovePrefix = $true
[bool] $IncludeComputerGroups = Strue
[bool] $IncludeUserapps = 5Talse

More about this later.
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8.3.2. AddToADGroup.psl

Description: Adds a computer to one or many AD Groups.
Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file AddToADGroup.ps1 “Group1:Group2”

Arguments: Yes

Example:
Task Seguence Sample Scripts Task Sequence Editor | =[O .

Add - | Remove - Properties | Options |

ﬁ' Run AddToADGroup Type: |Hun Command Line |
Mame: |HL|r| AddToADGroup |
Description: ~

b

Command line:

powershell.exe —MoProfile -ExecutionPolicy bypass file AddToADGroup ps1 Group1:Group2™ IA

[] Disable 64-bit file system redirection

Start in: | | Browse... |
Package:

|TEIS|{ Sequence Sample Scripts | | Browse... |
] Time-out {minutes); 15 :

[] Run this step as the following account

Account: | Set

oK || Cancel || Apply
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8.3.3. AddToColl.ps1

Description: Adds a computer to one or many Collection.

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file AddToColl.ps1 “CM100001:CM10000A”

Arguments: Yes

Example:

Add -~  Remove

% Run AddToADGroup
& Fun AddToCal

Task Sequence Sample Scripts Task Sequence Editor \;li-
Properties | Options |
Type: |Hun Command Line| |
Name: |Hur'| AddToCol |
Description: ~
v
Command line:

I powershell exe -MoProfile —-ExecutionPolicy bypass file AddToColl ps1 "CM100001-CM10000A” I ~

[] Disable &4-bit file system redirection

Start in: | | Browse... |
Package:

|Task Sequence Sample Scripts | | Browse... |
[] Time-out (minutes); 15 E

[] Run this step as the following account

Accourt: | Set




onevinn

8.3.4. RemoveFromADGroup.psl

Description: Removes a computer from one or many Collection.
Command:
powershell.exe -NoProfile -ExecutionPolicy bypass -file RemoveFromADGroup.ps1 “Groupl:Group2”

Arguments: Yes

Example:
Task Sequence Sample Scripts Task Sequence Editor |;|i-
Add - | Remove 39 (3 || Properties |Options |
Run AddToADGroup Type: |Hun Command Line |
Run AddToCol
Run RemoveFromADGroup Name: |H1.|r1 RemoveFrom ADGroup |
Fun DeleteDiscovered Systems Description: N

Command line:

I powershell .exe -NoProfile -ExecutionPolicy bypass {ile RemoveFromADGroup ps1 "Group 1:Group2™ IA

[] Disable 64-bit file system redirection

Start in- | | Bowse. |
Package:

[Task Sequence Sample Scripts | | Browse. |
[] Time-out {minutes): 15 =

[] Run this step as the following accourt

Account: | Set

oK H Cancel H Aoply
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8.3.5. Remove from Collection x3

There are three scripts available for removing a computer from one or many Collections.

Description:

RemoveFromColl.ps1 — Removes computer from Collections(s).

RemoveFromOSDColl.ps1 — Removes computer from Collections(s) and clears PXE-flag.

RemoveFromOSDCollDeleteUDA.ps1 — Removes computer from Collections(s), clears PXE-flag and
deletes User Device Affinity.

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file <ScriptName>.ps1 “CM100001:CM10000A”

Arguments: Yes

Example:
Task Seguence Sample Scripts Task Sequence Editor \;‘i-
Add ~ | Remove 2% 3 | Properties | Options |
@ Run AddToADGroup Type: |Hun Command Line |
& Run AddToCal
&k Run RemoveFromADGroup Name: |F!un RemoveFromColl |
.ﬁ Run RemoveFromColl -
Description: ~

ﬂ Run DeleteDiscoveredSystems

Command line:

powershell exe -NoProfile -ExecutionPolicy bypaks file RemoveFromColl ps1 "CM100001:CM 100004 IA

[] Disable &4-bit file system redirection

Start in: | | Browse... |
Package:

|Task Sequence Sample Scripts | | Browse. .. |
] Time-out {minutes): 15 w

[ Run this step as the following account

Account: | Set




onevinn
I

8.3.6. DeleteDiscoveredSystems.psl

Description: Deletes doublet computers in SCCM (Discovered) allowing an ‘Unknown’ computer to
merge with correct object after TS, should be run as last step in TS.

Command:
powershell.exe -NoProfile -ExecutionPolicy bypass -file DeleteDiscoveredSystems.ps1

Arguments: No

Example:
Task Sequence Sample Scripts Task Sequence Editor - | = -
Add - || Remove g9 Properties | Options |
@ Run AddToADGroup Type: |Hur1 Command Line| |
Run AddToCal
m Bun DEIE‘tED‘iSCOVEfEdSYStEﬂ'IS Mame: |H.L||"| DEIHEDiSCOVEfedS}"Stems |
Description: Run last in TS ~

Command line:

I powershell exe -NoProfile —ExecutionPolicy bypass file DeleteDiscmreredSystems.ps‘lI A

[] Disable 64-bit file system redirection

Start in: | | | Browse... |
Package:

|Task Sequence Sample Scripts | | Erowse.. |
(] Time-out fminutes): 15 s

[] Run this step as the following account

Account: | Set
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8.3.7. MoveToOU.psl

Description: Moves a computer to a different OU. Utilizes TS-Variable “MachineObjectOU”, that has
to be set prior to calling the method.

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file MoveToOU.ps1
Arguments: No

Example:

Same as previously described scripts that doesn’t require argument, ex. “DeleteDiscoveredSystems”.

8.3.8. DisableComputerAccount.psl

Description: Intended to run during Error handling in TS, disables the computer account in Active
Directory, preventing logon and use of a computer that failed deployment.

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file DisableComputerAccount.ps1
Arguments: No

Example:

Same as previously described scripts that doesn’t require argument, ex. “DeleteDiscoveredSystems”.
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8.3.9. GetAllGroups.psl — Advanced

Description: Retrieves AD-Group membership (memberof) information for the deployed computer.
OnevinnWS will return a list of objects containing, Name, distinguishedName and description of
each group. By iterating over that list one can decide to take certain actions, the sample script
demonstrates how to create TS-Variables for application installation.

OnevinnWS will include computer memberships and memberships for Pimary User based on what
arguments are passed (Set in configuration.ps1).

GetAllGroups

Returns a collection of simple AD-group objects, Properties: Mame, DN and Description. Requires Read Only Analyst.

Test
To test the operation using the HTTP POST protocol, click the "Invoke' button.
Parameter Value
CompMName: |

|
IncludeComputerGroups: | |
|

IncludeUserGroups: |

| Invoke

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file GetAllGroups.ps1
Arguments: No

Example:

This script is considered to be “Advanced” and the usage is limited only by innovational skills of the
user.
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8.3.10. GetAppGroupsAndLog.psl — Advanced

Description: Like “GetAllGroups.ps1”, except that some logic can be performed server-side.
OnevinnWS will filter the groups by comparing the content of each groups Description attribute to
the settings in the second section of “Configuration.ps1”.

This function will return the value of the groups Description attribute, stripped, or not, of
prefix/suffix. For example:

A7-Zip 9.20 9.20.00.0.i Properties _

| Object | Security | Attribute Editor
General | Members | Member OF | Managed By

% A7-Zp 9.20 920000

Group name (pre-Windows 2000): |A.?-zp 9.20 9.20.00.0i |

Description: |A7-Zip 9.209.20 00,0 |

E-mail: || |

strina tPrefix - Wi
string] $Instal15uffix "t

" 1]

string]fUnInstallsuffix .u
Bool]SRemovePrefix Strue
bool]$IncludeComputerGroups Strue
bool]8IncludelserApps ffalseg

Would result in the sample script creating a TS-Variable:
COALESCEDAPPSO01 = “7-Zip 9.20 9.20.00.0”

Command:

powershell.exe -NoProfile -ExecutionPolicy bypass -file GetAppGroups.ps1
Arguments: No

Example:

=1+ ) Install Applications
i Lk Status 04 (Install Applications)
-{0# GetAppGroupsfndlog

-0 Ingtall Applications
.0} Restart Computer
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9. LOGGING

OnevinnWS logs more or less all activity to its own log under Applications and Services Logs, making
it easy to find eventual problems.

Event Viewer (Local) OnevinnWS Activity MNumber of events: 15
5> [ Custom Views

. _»b Windows Logs Level Date and Time Source
v [ Applications and Services Lo ® Information 10/15/2016 8:16:3% AM OnevinnWs
@ Hardware Events ® Infarmaticn 10/15/2016 8:16:39 AM OnevinnW5s
£ Internet Explorer @ Informaticn 10/15/2016 8:16:3% AM OnevinnWs
f5] Key Management Service @ Infermation 10/15/2016 &:16:3% AM OnevinnWs
> [ Micresoft (i) Information 10/15/2016 8:16:39 AM OnevinnWs
f| OnevinnWS Activity (i) Information 10/15/2016 8:15:38 AM OnevinnWs

&) Windows PowerShell

;_"I Subscriptions Event Properties - Event 1000, OnevinnW5

General Details

RemoveFromADGroup called for Computer: client2-001 Groups: ekws test 01

10. 1IS

Should you decide to run OnevinnWS on another server than the PSS (Primary Site Server), IIS will
need, apart from defaults, a couple of security features. These are:

e  URL Authorization
e Windows Authentication

PR 1B =curity (3 of O installed

+/| Request Filtering (Installed)

[] Basic Authenticaticn

[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication

[] 1S Client Certificate Mapping Authentication
[] 1P and Domain Restrictions

«| URL Authorization (Installed)

+| Windows Authentication (Installed)

11. ISSUES

Normally the IS roles above are installed on a PSS that is also an MP or DP — if not, make sure they

are added.



